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Netsecure Endpoint Security is a cloud-delivered, enterprise-grade endpoint security service, to bolster protection
for any business including SOHO, Micro / Small Business, from the latest generation of targeted threats - including

advanced malware, ransomware or fileless / ‘living off the land’ attacks at the device level.

The solution integrates the next generation cloud endpoint security solution from Trend Micro™ to protect all endpoint
device types including PCs (Laptop, Desktop & Server (including virtualised deployments)), Macs, Smartphones (OS and

Android) and Window servers.

Key Highlights

E business with enterprise security effectiveness, simplicity, endpoint cloud

endpoint protection scalability and manageability technology
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You Your Education
Valuable
Intrusion Detection Data Web security
System

Operating System Enpoint Security

AntiMalware Email Security
Antivirus SaaS
Firewall Network Security
M365 Cloud Solutions

Why choose Netsecure Endpoint Security
for your business?

*} Available in two feature packs - Business fé Easy to install and simple to use. Since
Essentials and Enterprise Essentials - to ./ it's designed specifically for small businesses,
meet your business requirements it requires no IT expertise
|"1_'| A customised multi-MSP model with .‘6,. Centralised visibility and control is
highly scalable, automated provisioning -, provided so you can see what's going
and policy on in your business

High fidelity machine learning to

m Proactively stop threats before they
Q reach your business with cloud-based

. for greater threat detection
protection from the Trend Micro Smart 9

Protection



Comprehensive Security Features

Windows PC — Desktop, Laptop (Agent)
Mac Laptop (Agent)
Android Smartphones (APP/Agent)

Active Directory Integration
Anti-virus

Anti-spyware

Application Control (Win PC only)

Behaviour Monitoring Incl. Ransomware
Protection (Win PC only)

Component Updates
Data Loss Prevention (Win PC only)
Device Control

Endpoint Sensor

Endpoint security protection actions

Malware arrives
on endpoint

Network ﬂm .g.
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iOS Smartphones (MDM Profile)

Windows Servers (Agent)

Firewall (Win PC only)

Full Disk Encryption

HTTPS Web Threat Protection
Predictive Machine Learning
Role-based Administration

Unauthorized Change Prevention Service
(Win Desktop PCs only)

URL Filtering

Web Reputation

Endpoint

Entry Point

Browser Exploit Protection
Device Control
Web Reputation
URL Filtering

www.netcomafrica.com

Pre-Execution

Predictive Machine Learning
Application Control
Variant Protection
File-Level Signature

Executed Malware Exits
LS Command & Control
Iﬁ E Lateral Move
Exfiltration
Run-Time

Run-time machine learning
Behaviorial Analysis
Exploit Protection
In-Memory Script Analysis

Exit Point
Web Reputation
DLP
URL Flltering



